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Privacy policies

M Policies let visitors know about site’s
privacy practices

M Visitors can then decide whether or not
practices are acceptable, when to opt-in
or opt-out, and who to do business with

M The presence or privacy policies
Increases trust




Privacy policy problems

B BUT policies are often
*difficult to understand
*hard to find
*take a long time to read
* change without notice




Platform for Privacy Preferences Project (P3P)

M Developed by the World Wide Web Consortium
(W3C) http://www.w3.org/p3p/
* Final P3P1.0 Recommendation issued 16 April 2002

B Offers an easy way for web sites to
communicate about their privacy policies in a
standard machine-readable format

* Can be deployed using existing web servers

M Enables the development of tools (built into
browsers or separate applications) that
* Summarize privacy policies
* Compare policies with user preferences
* Alert and advise users




Basic components

® P3P provides a standard XML format that web
sites use to encode their privacy policies

M Sites also provide XML ““policy reference files”
to indicate which policy applies to which part
of the site

M Sites can optionally provide a “compact
policy” by configuring their servers to issue a
special P3P header when cookies are set

® No special server software required

W User software to read P3P policies called a
“P3P user agent™




What’s in a P3P policy?
B Name and contact information for site
® The kind of access provided
® Mechanisms for resolving privacy disputes
® The kinds of data collected

B How collected data i1s used, and whether
Individuals can opt-in or opt-out of any of
these uses

® Whether/when data may be shared and
whether there is opt-in or opt-out

B Data retention policy




Compact policies

® Provide very short summary of full P3P policy
for cookies

® Not required
® Must be used In addition to full policy
® May only be used with cookies

B Must commit to following policy for lifetime of
cookies

B May over simplify site’s policy

M [E6 relies heavily on compact policies for
cookie filtering - especially an issue for third-
party cookies




Legal issues

®m P3P specification does not address legal
standing of P3P policies or include
enforcement mechanisms

®m P3P specification requires P3P policies to be
consistent with natural-language policies

* P3P policies and natural-language policies are not
required to contain the same level of detalil

* Typically natural-language policies contain more
detailed explanations of specific practices

B The same attorneys and policy makers
Involved in drafting natural-language privacy
policy should be involved in creating P3P

policy




P3P Basics

Privacy policy

Designed to be read by a human

Can contain fuzzy language with
“wiggle room”

Can include as much or as little
information as a site wants

Easy to provide detailed
explanations

Sometimes difficult for users to
determine boundaries of what it
applies to and when it might
change

Web site controls presentation

P3P policy

Designed to be read by a
computer

Mostly multiple choice - sites
must place themselves in one
“bucket’ or another

Must include disclosures in every
required area

Limited ability to provide
detailed explanations

Precisely scoped

User agent controls presentation

Lorrie Faith Cranor < http://lorrie.cranor.org/
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P3P Basics

A simple HTTP transaction

2} P3P Public Overview - Mi

icrosoft Internet Explorer
| EBle Edt Wew Favoites Iook  Help

é-».@ﬁ‘s‘@

Back  Fowerd  Stop  Fsfesh  Home | Search
| Adess [&) hitp: /wow. w3 org/PIP/

Web
S s e s -—— GET /index.html HTTP/1.1 || _Server
W3 wrerrrerres ] Host: www.att.com

Platform for Privacy Preferences i} i} i} RequeSf web page

P3P Project
[FAQ]

Aetivity Statement] | [W3C Priva
[Member Only P3P Linkes]

[Brivac

cy Overview]

[E2P Overview] [Documents] [Feedback] [Background]
[Press] [Historical]

: i HTTP/1.1 200 OK

—e— Content-Type: text/html
. - - Send web page
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P3P Basics

.. with P3P 1.0 added

| EBle Edt Wew Favoites Iook  Help

e e n@:é = | GET /w3c/p3p.xml HTTP/1.1 Web

Back Forward| Stop  Refresh  Home | Search Favortes

}fiifs%@cr:zn";wgfr;f;npj Zm Z]PF public  &1PP msfher@m” H O S t : WWW = att - C O m
Wi rmeemrews 1| Reguest Policy Reference File
Wo. prerrrerrYs

Platform for Privacy Preferences
P3P Project

o - Send Policy Reference File

[Privacy Activity Statement] | [W3C Privacy Overview]

[Member Only P3P Linkes]

Reguest P3P Poli
[E2P Overview] [Documents] [Feedback] [Background] 0 Icy
[Press] [Historical]

¥ 1| .
S e - Send P3P Policy

GET /Zindex.html HTTP/1.1
Host: www.att.com

. - - Reguest web page ‘

Server

HTTP/1.1 200 OK

Content-Type: text/html
. - - Send web page
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P3P Basics

P3P Increases transparency

B P3P clients can
check a privacy
p0| icy e ach ti me it Tttty o

J¢--» G 3B S =

o v ¢ fat
Back Earard Stop  Refiesh  Home | Seach Favoites History Mail Print

| Address [&] hitp:/ /. att.com/accessalt/ =] @60 [|Liks »
changes : -
Ey=

- N
= Product Index Manage Your Accounts :I-f;?;:::t“d';:;;:'_m"&
&TeT Online Statement
AT&T One Rate® 5¢ Plan &TeT Pockethet™ Service

.
Intreducing S¢ a minute on your stateto-  » ATERT Universal Card [l Jertsis =

http://www.att.com/accessatt/

state long distancs calls fram home - 3l ETAT thireloss Sotvices o2 o
ATRT Wirelass Services a Business

day, every day,
ATET WorldNet® Service - Find 2 Person
your P for each family member.Just States
- ATET Worldhet™ Intemet Call

-
h k e ——— First Mame:
ATET ATET QUICKbits
C e C p r I Vacy Inter@ctive Bill =
follow these simple steps, For more tips All States = @ L
Waiting Solution Featuring

Get up to 120 minutes free!

A QUICKEip Last Mame:
Desktop batHes? If yau share a PC
with other family members, you're
I - - I I probably tired of sorting through ity
like this, subscribe to our free newsletter,
- -
ONLINE COMMUNICATION TOOLS [ At
Community Port Chat - Chat @
Cnline
1M Here - Instant Messaging
- I d - d
2] [ [ intemet v
| - - - I I -

messages and files to find yours, Keep
peace by creating separate accaunts,
mailboxes and even different desktops on
= Wireless Paging - Send a Page
= Parsonsl Web Pages Light - Free

Web Pages from ATET

http://adforce.imgis.com/?adlink|2|68523|1|146| ADFORCE




P3P Basics

P3P in IEG

Internet Options

| General | Securit_l,ll Privacy | Content | Connections | Programs || Advanced |

Settings

b ove the slider to select a privacy setting for the [nternet
ZONE.

Medium

- Blockz third-party cookies that do nat have a compact
privacy policy
- Blocks third-party cookies that uze perzonally identifiable

L infomation without nour implicit consent
- - i - Restricts first-party cookies that use personally identifiable
~ _ i infarmation without implicit conzent
[ Imnpaort... J [ dAdvanced... J Default
Wieh Sitez

To override cookie handling for individual 'web sites,
click the Edit button.

k. ][ Cancel J[ Apply

Automatic processing of compact
policies only;

third-party cookies without compact
policies blocked by default

| £

c% & Internet

Privacy icon on status bar
indicates that a cookie has been
blocked - pop-up appears the
first time the privacy icon
appears

Privacy x|

S

The privacy icon appears in the statuz bar each time a cookie i=
restricted based on your privacy settings. To see a privacy report,
double-click the icon when it appears.

i

¥ iDan't show this message again.

Settings... | k. I

Learn more about cookies.
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P3P Basics

a Gigal aw.com: Legal Information for Internet Professionals - Microsoft

File Edit ‘Miew Favorites Tools  Help User‘s Can CliCk on
R d @ @ @ | 3 | privacy icon for

Back. Forward Skop Refresh  Home Favorites Media  Hiskory Prink

Address I@ hitkp: [ ey, gigalaw, comyf I is1‘ of Cookies °
Links @]P3P Public @]PaPspec [Cleoogle @ATaT @|ATaTYCS @ATATWH @&|c0T | ’

Crime Hathods privacy summaries

Hacking and Yiruses, Terrorism Privacy,

Computer Fraud and Abuse &ct, Insurance Palitics

luzing th °
el o s @re available at
Child ©nline Protection Database
s - ites that
B:;::gcpmtectiun Priv] SlTes t a are
cqulation, Free Speac
P3P-enabled

Ezcrow The CDleEtE

Disabilities

Prive_y Repork

P Bazed on vour privacy zettingz, some cookies were restricted or blocked.
(T

Shown I Restricted \Web sites j

YWieh zites with content on the current page; |diot's Guide
Richard C. Lewy
Site | Cookies Onlhy 13971
httpe# frem. amazon. comdedcm Pt=gigalawcomid=zt18...  Blocked
http:/frem-images. amazon. comdimages/PA00286422... Blocked Patent Strateoy for
http: A frem-images. amazon. com/dimages G401 fremd1 .. Blocked vess, Franing and Linking, Fesearchers and ...

H. Jack=on knight

Getting Permission
Richard Stim

Wil It Sell? How fo

Determine ITY0...
James E. White

To wview a zite's privacy summary, select an item in the list, and Summary |
then click Summar.

Learn more about privacy... Settings... | Cloze I

Digital Copyright

Je=sica Litman

Intellectual Property
I@ﬁ|ﬂ Internet

B

€]




P3P Basics

a Microsoft Corporation —- Where Do You Yan

File Edit | wiew Faworites Tools  Help
= Toolbars ¥ ‘ﬁ'
Back T W Status Bar L Hom
3
Address I@ Explorer Bar .
Links @PS 0 To ' bogle g
= Esc
Refresh

Text Size

Encoding
F sut Micra

Pri Repart. ..
Full Screen

Product Familias
Windows

Office

Privacy summary
report is
generated
automatically

from full P3P policy

a Privacy Policy

Privacy Summary for:

kicrosoft Corporation

To read this Web site's complete privacy policy, click here.

Privacy Certificate:

Sl
reviewed D
m
L
Epy

Eegister a dispute

Site statement 1

What kind of information does this Web site collect?

Information that allows an individual to be contacted or located in the physical
warld, such as a telephone number ar a postal address.

Information that allows an individual to be contacted or located an the Internet,

such as an e-mail address. Often, this infarmation is independent of the

Haww should cockies fram “microsoft.com® be handled?

f* Compare cookies' Privacy Palicy to rmy settings,

= Always allow thiz site o use cookies.

= Mever allow this site to use cookies.,




P3P Basics

P3P In Netscape 7

Preview version similar to IE6,

Privacy Settings B3| focusing, on cookies; cookies
— Level of Privacy WiThOUT CompGCT pOliCieS (bOTh
s ek g gty itounyupeenninan. | first-party and third-party)
dngosat . are “flagged” rather than
nose a predefined level of privacy, o define your own custom setting:
() low (&) medium | () high () custom b|OCked bY defClLllT

— Cookie Acceptance Policy (a Function of Level of Privacy)

First Party Cookies Third Party Cookies

Sike has no privacy policy [ Flag |‘r] [ Flag |"’l

Site collecks personally identifiable [ I |v] [ | |v]
infarmation without your consent Flag Flag

Site collecks personally identifiable

inFormation with only wour implicit consent: [ Accept |'] [ Accept |'l

Site does not collect personally
identifiable information without yaur [ fccept |v] [ Accept |vl
explicit consent

[ Qi ][ Cancel ][ Help ]

Indicates flagged cookie

Lorrie Faith Cranor = http://lorrie.cranor.org/



P3P Basics

AT&T Privacy Bird

B Free download of beta from
http://privacybird.com/

B “Browser helper object” for
E 5.01/5.5/6.0

B Reads P3P policies at all
P3P-enabled sites automatically

B Puts bird icon at top of browser window that
changes to indicate whether site matches
user’s privacy preferences

® Clicking on bird icon gives more information

M Current version iIs information only - no
cookie blocking




P3P Basics

Chirping bird is privacy indicator

3 Shane Zachary Cranor's Home Page - Microsoft Internet Explorer

File Edit Wiew Favorites Tools Help

== @ @ o

Back. Forward Stop Refresh  Home

@@‘@|§

Favorites  Media Hiskary Prink

Address I@ http: /ishane. cranor . argf

Shane Zachary Cranor

Born May 4, 2001, 7:25 am, ¥ pounds, 13 oz., 21 inches

Photo Album | Latest Photos | 2001 Favorite Photos | 2002
Favorite Photos

Shane’s Photo Album

e Shane's First Wear

Shane’s Latest Photos

Shane attended tom's Chatham Community Band Concert, but he was so bored he fell asleep,
The next dav Shane helped Dad change a lishtbulb -- climbing a ladder couldn't be that much

@ l_ l_ l_ # Internet

a (B

Lorrie Faith Cranor = http://lorrie.cranor.org/
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Click on the bird for more info

a Shane Zachary Cranor's Home Page - Microsoft Internet Explorer @ m - II:I Iil

File Edit Wiew Favorites Tools Help ﬁ

**-v-*v@l

Back. Forveard Stop

Address [&] http:/fshane.cranar.org. Shane Cranor's Home Page Privacy Practices

Privacy Policy Check

Shane Zachary
Shane Cranor's Home Page's privacy policy matches your preferences.

Privacy Policy Summary

This site has the following statements in its policy:

m Site Statement 1

Site Statement 1

Tvpes of Information Collected:

Shane’s Photo Albur = HTTP pratocal information
n  Click-stream information

e Shane's First Wear

How your informaition will be used:

m Rezearch and development
n  Tocomplete the activity far which the data was prowvided
= Web site and zystem administration

Shane’s Latest Photc

shane attended tom's CF
The next dav shane helpe Who will use your information:

|‘E| n  Thiz web zite and itz agents LI




Privacy policy summary - mismatch

/3 1-800-FLOWERS.COM - Flowers. Plants, Gourmet and Sweets. Unique Gifts ajEIC 3y N... [ [=] S

J E“‘1 1-2800-FLOWERS.COM - Flowers, Plantz, Gourmet and Sweets, Unique Gifts and S pecialty Boutiques - Microsoft [nternet Explore

j@,*.@ﬁ@@e@@v@,

Back Eanand Stop Refresh  Home Search Favortes  Histony bl il Frint Edit

il
| Address [&] hitp: /180010 o =

1-800-Flowers.com, Inc. Privacy Practices B

1-800-flower
your trusted guide - Priva{:y |:"'II:::IliII!:j|‘r Check

1-800-Flowers.com, Inc.'s privacy policy does not match your
preferences:

o Unless you opt-out, site may share financial information or information about
your purchases with other companies (other than those helping the site prowvide

services to you)

Ihay evEts w s Unless you opt-out, site may share information that personally identifies wou
[27]Memorial Day with other companies (other than those helping the site provide services to
you )

Privacy Policy Summary

This site has the following statements in its policy:

| : s Site Statement 1 - All users and customers
€] :
Site Statement 1 - All users and customers -
Trowmar af Infarmmarian Salla-fad- LI ‘:‘




Users select warning conditions

Privacy Preference Settings il

These settingz contral when a warning icon will be displaved at the top af your brawser window, *'ou can click an
the warning icon far mare informatiarn.

Select Privacy Level; £ Low " Medium ¢ High = " Imported

—HEALTH OR MEDICAL IMFORMATIOMN

Wwharn me at web zites that uge my health or medical information ;
¥ For analvzis, marketing, or to make decisions that may affect what content or ads | see. ete,

W Ta zhare with other companies [other than thoze helping the wehb site provide services to me]

—FINAMCIAL OR PURCHASE IMFORMATION

Wiarn me at web zites that use my financial infarmation or information about my purchases ;
¥ For analvzis, marketing, or to make decisions that may affect what content or ads | see. ete,

W Ta zhare with other companies [other than thoze helping the wehb site provide services to me]

—PERSOMALLY IDEMTIFIABLE INFORMATIOM [name, address, phone number, email address, etc.]

Wwharn me at web sites that may contact me to interezt me in ather services or products :
[T %ia telephone
[ %ia other means [email, postal mail, ete. ]

¥ And do not allow me ta remove myzell from marketing/mailing lists

Wwharn me at web zites that uge information that personally identifies me ;
¥ Ta determine my habits, interests, or other characteristics

¥ Tao share with other companies [other than those helping the website provide zervices to me)

¥ “wamn me at web sites that do nat allow me to find out what data they have about me

—MNOM-PERSOMALLY IDEMTIFIABLE INFORMATIOM [dermoaraphics. interestz, web sites vizited, ete.]
“Wwharn me at web sites that uze my non-perzonally identifiable infarmation :

¥ To determine my habitz, interests, or other charactenstics
¥ Ta zhare with other companies [other than thoze helping the website provide services ta me]

Help | Impart Settings E wport Settings | [k I Cancel




P3P Basics

Bird checks policies for embedded content

a Lycos - Microsoft Internet Explorer ‘I - | | |£|

File Edit Wiew Faworites Tools  Help

®« 0= @ a4 EZ L - =)
Back Forward Skop Refresh  Home Favaorites  Media Hiskary: Prink
Address E:l htkp: f v lycos, comyj
=i b b h b h . b - -

Links ]P3F Public P3P Spec

mbedded Content

E

The images and/or ather content embedded in thiz web page are listed below. Some of this content may be
covered by a different privacy palicy than the rest of the page. Select a URL ta wiew the privacy information
related to that content.

Books Ernail/ I Mul | URL | Privacy Check | Type ﬂ
Chat Horoscopes Per | hitpo//a284. g.akamainet /284987 2h/wgo. comds. gif Unknown Image
Clubs Maps Phe | httpe##aE7E. g akamai netfAE7TEA987 1 2h/lygo. comAdy/0/hpddotline_T... Unknown Image
Downloads MP2s reo | httpdaB7E 0 akamal netA/E7EAI87 A 2hAvgo.com Ay A0/hpfoot_anal...  Unknown Image -
— | http:##aB7E. g. akamai net /B TEAISY A1 2k Avgo. comdly A0 hpdhp_shop_... Unknown Image
http:/#aE7 6. g.akamai. net/AE7E/987 A 2hlvgo . comdv/Dhpdhp_shop_...  Unknown Image
LYCODS http:/#aE7E. g.akamal net A /576987 41 2hlvgo.comdly/D/hpdhp_topics... Unknown Image
TOPICS f | http:#/aB76.g.akamai net/f/E7E/987 /1 2h/lvgo. comw/0/hp/hp_topics... Unknown Image th |
- Autos 1| httpc#/aB 76 g akamai net LA 7BAAE87 M 2hvao com w0 hpdnews_Bu.. Unknown Image I
http:/#aB7 6. g.akamai. net//B7E/987 A 2hlvgo. comd v/ 0 hpdz. gif Unknown Image
= Careers http:/#aE7E. g.akamal netA/B76/987 41 2hlvgo.comdly/D/hpftoolz_ang...  Unknown Image
- Computers httpe # /a6 7 6. 0. ak.amai netFAA 76337 M1 2k vao. comdy/0/hpdtonls_nigh...  Unknown Image
: httpe # a6 7 6. 0. akamai netFAE7BSA37 M 2k vao. comdy/0dhpdtools_nigh...  Unknown Image
= Family Zone http:/#aE7 6. g.akamai. net/A/E 76987 A 2hlvgo . comdeD/hpdtopics_do...  Unknown Image
. http:/#aE7E. g.akamal netA/B76/987 41 2hlvgo.comdly/D/hpfvalentine...  Unknown Image =
- MEmEE hittp: #/3676. 0. akamai neti/676/957 /1 2h/lvgo. com/s. i Uriknown Image | |—
-~ Free Cames hittp: A hbwcos. comfheader™E=1421538| D =140 &LHM=08LH5=5 Matched [Frarne
e | http A0 doubleclick. netdadidly. Indfh=f;pos=1 ;z2=468xE0:tle=1 ;ord=10... Matched |Frame
= Health fﬁ: http: A wao. comm w0 etz gif Lk rucs Irmage
- Kids una | httpe ¢ doubleclick. netdviewad /71 8598-buvbook 2463, gif Unbd atched Image | |
httpe e [pcog. comdcezdgenesis_ie cex b atched Styles he—
> Movies/TV nal [ hd
4| | _’I_ _’l_l
|@ hktkps i fin. doubleclick, netjiclick; 3850 o
Help | Falicy Summarny Wiew PSR Source | | Cloze I




How to make your Web site’s privacy policy machine readable

P3P deployment overview

~N OO 01 b

. Create a privacy policy

. Analyze the use of cookies and third-party

content on your site

. Determine whether you want to have one

P3P policy for your entire site or different
P3P policies for different parts of your site

. Create a P3P policy (or policies) for your site

. Create a policy reference file for your site
. Configure your server for P3P

. Test your site to make sure it is properly P3P

enabled




How to make your Web site’s privacy policy machine readable

One policy or many?

®m P3P allows policies to be specified for
Individual URLs or cookies

® One policy for entire web site (all URLs and
cookies) Is easiest to manage

® Multiple policies can allow more specific
declarations about particular parts of the site

® Multiple policies may be needed if different
parts of the site have different owners or
responsible parties (for example, different
congressional offices)




How to make your Web site’s privacy policy machine readable

Policy reference files (PRF)

B Allows web sites to indicate which
policy applies to each resource (URL or
cookie)

* Every resource (HTML page, image, sound,
form action URL, etc.) can have its own
policy

M User agents can cache PRFs (as long as
permitted by EXPIRY) so they don’t

have to fetch a new PRF every time a
user clicks




How to make your Web site’s privacy policy machine readable

Third-party content

M Third-party content should be P3P-
enabled by the third-party

M If third-party content sets cookies, IE6
will block them by default unless they
have P3P compact policy

M Your first-party cookies may become
third-party cookies if your site is framed
by another site, a page Is sent via email,
etc.




How to make your Web site’s privacy policy machine readable

Generating a P3P policy
M Edit by hand

* Cut and paste from an example

M Use a P3P policy generator

* Recommended: IBM P3P policy editor
http://www.alphaworks. 1tbm.com/tech/p3peditor

B Generate compact policy and policy reference
file the same way (by hand or with policy
editor)

B Get a book

*Web Privacy with P3P

by Lorrie Faith Cranor
http://p3pbook.com/




How to make your Web site’s privacy policy machine readable

IBM P3P Policy Editor

[:']IEH P3P Policy Editor - C:ATemp\att-general pdp
File Selected Help

[Data Elements:

'S -l Data Elernents

#-FR Dynamic data

-9 User information

-9 Third-party individual inforrmation
-9 Business information

-0 Broad categories

. | Sites can

| list the types
# | of data they
“ | collect

Groups

§ General
—[ HTTP Cookies

—[ Click-stream data
—[1 Useragent information
—[1 Last URIrequested by the us
—[1 Physical contact information
—[1 Purchase information

—[1 Mavigation and click-stream «
—[ Interactive data

—[ Demographic data
—[ Content

—[ Purchase information

LF.
=

s B3

B X @

Your Policy;

Folicy Elesg TWL Policy AML Policy | Ermrsl

PICY xmlns=""http: / . w3. org/2000/P3Pwl™ discuri=""http: //umir, att. con/privas

< !-- Description of the entity making this policy statement. -->
<ENTITY>
<DATA-GROUF-
<DATA ref="#business.name">ATandT< DATL>
<DATA ref="#business.contact-info.online.uri™>http: /vy, att, con /< /DATA-

<DATA ref="#business.contact-info. telecon.phone. fornatted”=1-888-928-8932</DATA>
< /DATA-GROTP

And view the
corresponding
P3P policy

general.p3p".

Lorrie Faith Crano



How to make your Web site’s privacy policy machine readable

Locating the policy reference file

M Place policy reference file in “well known
location” /w3c/p3p.xml

* Most sites will do this

M Use special P3P HTTP header

* Recommended only for sites with unusual
circumstances, such as those with many P3P policies

B Embed link tags in HTML files

* Recommended only for sites that exist as a directory
on somebody else’s server (for example, some
congressional representative websites -
http://www.house.gov/NAME/)

Lorrie Faith Cranor = http://lorrie.cranor.org/ 29



How to make your Web site’s privacy policy machine readable

Server configuration

B Only needed for compact policies and/or
sites that use P3P HTTP header

B Need to configure server to insert extra
headers

B Procedure depends on server - see P3P

Deployment Guide appendix
Nttp://www.w3.0org/TR/p3pdeployment

or Appendix B of Web Privacy with P3P




How to make your Web site’s privacy policy machine readable

Policy updates

® Changing your P3P policy is difficult, but
possible

B New policy applies only to new data (old
policy applies to old data unless you have
Informed consent to apply new policy)

B Technically you can indicate exact moment
when old policy will cease to apply and new

policy will apply

B But, generally it’s easiest to have a policy
phase-in period where your practices are
consistent with both policies




How to make your Web site’s privacy policy machine readable

P3P/XML encoding

<POLICIES xmlIns="http://www.w3.0rg/2002/01/P3Pv1''> <«

<POLICY discuri="http://p3pbook.com/privacy.html" .
name="policy”™> «——_ *\\\\\\\\\\Locahon of
P3P policy nam

P3P version

/<ENTITY> e human-readable
<DATA-GROUP> privacy policy
o, <DATA
Site's ref="#business.contact-info.online.email'">privacy@p3pbook.com
name </DATA>
and < <DATA
contact ref="#business.contact-info.online.uri'>http://p3pbook.com/
info </DATA>

<DATA ref="#business.name'>Web Privacy With P3P</DATA>
</DATA-GROUP>

\</ENTITY> _— Access disclosure Human-readable
<ACCESS><nonident/></ACCESS> I .
<STATEMENT> explanation
<CONSEQUENCE>We keep standard web server logs.</CONSEQUENCE>
<PURPOSE><admin/><current/><develop/></PURPOSE> «— How data may

<RECIPIENT><ours/></RECIPIENT> be used
<RETENTION><indefinitely/></RETENTION>
<DATA-GROUP> Data recipients

JUa2wa}ois
AL

<DATA ref="#dynamic.clickstream"/>

<DATA ref="#dynamic.http"/> Data retention policy
</DATA-GROUP> \
\.</STATEMENT> Types of data collected
</POLICY>

</POLICIES>

Lorrie Faith Cranor = http://lorrie.cranor.org/ 32



Assertions in a P3P policy

B General assertions

* Location of human-readable policies and opt-out mechanisms -
discuri, opturi attributes of <POLICY>

* Indication that policy is for testing only - <TEST> (optional)

* Web site contact information - <ENTITY>

* Access information - <ACCESS>

* Information about dispute resolution - <DISPUTES> (optional)

B Data-Specific Assertions
* Consequence of providing data - <CONSEQUENCE> (optional)

* Indication that no identifiable data is collected -
<NON-IDENTIFIABLE> (optional)

* How data will be used - <PURPOSE>
* With whom data may be shared - <RECIPIENT>

* Whether opt-in and/or opt-out is available - required attribute of
<PURPOSE> and <RECIPIENT>

* Data retention policy - <RETENTION>
* What kind of data is collected - <DATA>
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How to make your Web site’s privacy policy machine readable

Structure of a P3P policy

DISPUTES-GROUP
POLICY DISPUTES
POLICY attributes REMEDIES
TEST —
additional
ENTITY DISPUTES elements
ACCESS
DISPUTES-GROUP / STATEMENT
STATEMENT § CONSEQUENCE
kel NON-IDENTIFIABLE
STATEMENT elements PURPOSE
RECIPIENT
= mandatory element RETENTION
= optional element (not all DATA-GROUP

optional elements are shown)
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Validating your site and looking for common errors

Don’t forget to test!

B Make sure you use the P3P validator to
check for syntax errors and make sure
files are in the right place
http://www.w3.org/P3P/validator/

* But validator can’t tell whether your policy is
accurate

B Use P3P user agents to view your policy
and read their policy summaries
carefully

B Test multiple pages on your site




Validating your site and looking for common errors

P3P Validator

QuickTime™ and a
TIFF (LZW) decompressor
are needed to see this picture.

, Use to validate
fully P3P-enabled
site

. Use to validate
P3P policy before
posting to web site
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Validating your site and looking for common errors

Common errors to avoid

Failing to mention web logs in policy

Failing to mention data linked to cookies
Unnecessarily disclosing contact purpose
Failing to give opturi when opt-in or opt-out are used

Hand coding a PRF and using / or \ instead of /* to apply policy to
entire site

Omitting policy name or putting a space in the policy name
Omitting COOKIE-INCLUDE in PRF of site with cookies
Putting P3P files on password protected sections of site
Failing to P3P-enable secure server

Failing to test
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Resources

M For further
iInformation on P3P

See.
* http://www.w3.org/P3P/
* http://p3ptoolbox.org/
* http://p3pbook.com/

The Flaiform for Privacy Preferences

Web Privacy
with P3P

O’REILLY‘ Lowrie Faith Creanor
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